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Overview 
 What is automated border control (ABC) ? Why this is needed ? 
 What is FastPass? 

 Motivation 
 Consortium 
 Project outline 

 Why is research necessary for ABC ? Challenges in ABC systems 
and first ways to solve them 
 Challenges 
 First results 

 Document security in the age of ABC 
 Innovation is more … 
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Motivation 

Challenges : 
 
Passenger flow 
 
Requirements on  
the border control 
process 
 
System risk 
assessment 
 
Harmonization 
 
Variety in usage 
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Automated Border Control - 
Workflow 
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Source: Frontex 
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FastPass 
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What is FastPass? 

FastPass develops  
- a harmonized, modular reference system for all 

automated border crossing points  
- from a user-centric approach that  
- eventually serves as an industry standard for the 

implementation of eGates. 
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FastPass - Consortium 

6/30/2014 7 

27 partners: 
- 3 border authorities 
- 4 infrastructure operators 
- 11 industry partners 
- 5 applied research centers 
- 4 universities 
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FastPass Objectives 
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Timeplan 

9 30.06.2014 

2013 2014 2015 2016 

FP1 FP3 FP2 

WP 2 – Stakeholder Interaction 

WP 3 - Requirements 

WP 4, 5, 6, 7, 8 – Modules,Design&Processes 

WP 9 - Implementation 

WP 10 - Evaluation 

WP 11 - Demo 

First iteration 

Second iteration 
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 Current systems have not been security evaluated 
 Passport security features are only partially checked 
 Biometric spoofying is not fully adressed 
 Passport document lifecycle is not fully adressed 

Why do we need research on ABC ? 
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 Current systems are limited 
 No usage by third country nationals 
 No usage by frequent travellers 
 No usage beyond air travel 
 No or weak integration into infrastructure 

processes 
 

Why do we need research on ABC ? 
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 Current systems are not developed around the user 
 No harmonized usage 
 No customer interaction and satisfaction management 
 Human factors are not analysized and considered 
 Privacy issues are not properly adressed 

Why do we need research on ABC ? 
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First Key Findings 

 Dependability management as key element of a 
successful deployment 

 Holistic view on the security is critical 
 Document security in the age of ABC 

 
 
 
 

 Video surveillance as added value to ABC systems 
 

                                           (a) Original      (b) Rotated by 0.3 degrees, (c) Text overlaid 

(a) Depth image (top view camera)   (b) video stream with person separation  
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Automated document inspection 
 ABC  ≠  (manual) border control assisted by automate inspection 
 The process is different – the document remains the same 
 Same security features 
 Should the documents have features that are designed for automated 

authentication (not just for reading)? 
 Could electronic passport security replace the optical part completely? 
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Document security 
 Optical security features 

 Microstructures 
 Special inks 
 Special printing methods 
 Security laminates 
 Optically variable devices (e.g., Holograms) 
 Watermarks 
 Security fibres 
 Special paper 

 Electronic security features 
 Basic authentication 
 Passive authentication 
 Active authentication 
 Extended Access Control 
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1. Acquire image of the passport in white, infrared, and ultraviolet light 
2. Determine the type of the document (e.g., Austrian ePassport) 
3. Compare patches extracted from the acquired images with the correct 

model stored in a database 
4. If the patches and the model are similar enough, the document is 

considered authentic 
 

 Two examples of such image patches: 
 However, those two are hard to verify  

reliably with existing document scanners 
 They were not designed with automated  

checking in mind 
 

 Question: How to assess the similarity of 
 image patches? 

Microtext from an Austrian passport acquired with 1200dpi. 
Note that passport scanners have only around 400dpi. 

Hologram (OVD) contained in the security laminate of an Austrian 
passport. It is intended for being viewed from different angles. 

Automated checking of optical security features 
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 Determining the degradation or similarity of an image is a common task in 
computer vision and multimedia applications 

 Samples of commonly used similarity/quality measures: 
 Mean Squared Error (MSE) 
 Normalized Cross-Correlation (NCC) 
 Structural Similarity (SSIM) 

 Using such metrics directly to authenticate optical security features may lead 
to unsatisfying/misleading results 

Common image quality/similarity metrics 

Slightly brighter and rotated by 0.3° Text overlay 

25.360 MSE 6.320 
0.974 NCC 0.975 
0.931 SSIM 0.973 

Original image patch 

Distance between the original  
and the modified image 
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What about real document inspection algorithms? 
 Commercially available document authentication systems 

 Typically use more sophisticated metrics/checks 
 Currently used in manual checking to assist the inspection process 
 Counterfeiter MUST create a document that fools the human observer AND the 

document inspection system at the same time 
 Attacks on fully automated document inspection can be tuned to 

exploit weaknesses of a specific checking algorithm in use 
 We demonstrated this problem on a modified UV page of a real passport: 

UV page of a real document. 
Similarity against ground-truth model: 87%  

Modified UV page  
Similarity against ground-truth model: 94%  
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Advanced attacks on fully automated document inspection  

 The border guard automatically and unwittingly checks if the document in his 
hand is actually a real document 

 Document scanners imply this by checking the security features 
 

 It is possible to create a device that simulates those security features but is 
not in fact a real document 
 Can simulate almost any security document 
 Production costs approximately 500€ 
 Was presented at the Optical Document Security conference 

29th-31st January 2014 – San Francisco 
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Can electronic security fully substitute for optical security? 

 Question: Should we create security documents that rely entirely on 
 electronic security features? 
 

 Public key cryptography used in electronic passports for signing (if done 
correctly) has not yet been broken 

 Electronic passport security consists NOT ONLY of the public key 
cryptography 
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Possible angles for attack on electronic passport security 

 Certificates have to be created, stored, managed  This is done by people 
 Are the random number generators secure? Not always  OpenSSL (2008), Windows 

2000, Windows XP 
 Attacks targeted at gaining access to signing keys have happened before  recently 

Opera, Bit9 
 Can the cryptographic hash algorithms be broken? Not yet but  MD5, SHA-0 
 Can the scanner be compromised? 
 Certificate distribution: 

 Compromised webserver? 
 Insecure connection (e.g., public internet)? 

 Blackmail:  
 105 ICAO member countries use ePassports 
 Each country must have several people with  

access to the signing keys 
 Only one is required to create an arbitrary  

number of passports 
 Social engineering, etc. 
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Conclusions 

 Optical document security in fully automated inspection needs an 
improvement 

 Electronic document security is currently safe if we can assure that every 
step is 100% secure and no person, computer, connection, scanner, 
algorithm in all 105 participating countries can be compromised 

 If electronic passport security is the only security feature and only one step 
can be compromised, there is no other line of defense left 
 

 Suggestions 
 Consider electronic security features one (albeit very strong) security 

feature that supplements optical security features, but does not replace 
them 

 Support OPEN research in the optical document checking 
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ABC from science to solutions  
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FastPass – the system, that 
 …is secure 

 Resistent  
• to latest attacks on document scanner, 
• to biometric spoofing  

 Risk Assessment, Security Assessed by dedicated methodology  
 …you like 

 UI developed with extensive feedback from different European border guards 
 Process and procedures developed with extensive evaluation from traveller 

groups 
 Respects privacy and data protection (Data protection impact assessment – 

DPIA) 
 …is harmonized – and shows new processes and scenarios 

 ONE reference architecture serving many processes 
 First European solution for cars at land border with ABC 
 First solution for cruise ships 
 First solution for segrated two step process with face as biometric token 
 Real comparison of different approaches 
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INNOVATION is more… 
 

Markus Clabian 
Safety & Security Department 
markus.clabian@ait.ac.at 
 
AIT Austrian Institute of Technology 
Safety & Security Department 

An idea is not a single thing.  
  

The trick to having good ideas is not to sit around in 
glorious isolation and try to think big thoughts. The trick 

is to get more parts on the table, which enable us to 
combine and bring different parts together. 

  
A good idea is a network - it is all about bringing 

people and ideas together .....  
 

Steve Johnson,  
„Where do innovation or good ideas come from?”, 2010 
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