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Outline

What is Automated Border Control?
* Problem description & motivation
« Example of a state-of-the-art ABC system & deployments
« Steps in a manual & automated process
» Benefits
FastPass — the project
« Objectives and approach
Challenges
- Stakeholder analysis
« Security analysis
* Monitoring
« Automated document inspection
« Approach: One Stop Shop
« Concept for end-user management in complex systems
Conclusion — lllustrated challenges that can be handled by smart sensors

* Relation to several conference topics

17.11.2014 ’
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Outline

= What is Automated Border Control?
* Problem description & motivation
« Example of a state-of-the-art ABC system & deployments
« Steps in a manual & automated process
* Benefits

17.11.2014
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- Globalisation
Wwith

Convenient
Automated Border
Control
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Self-Service
Check-In
17.11.2014 Source: Vision-Box®-developed platform, the vb i-shield® ' 5
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Border Control -
Problem Description and Motivation

= Increasing passenger flows
- from 2009 (400 Mio Pax) to N -

=

2030 (720 Mio) -> +80% only at .

T

= Border guards face big challenges 300%vio. M. qJV
« in-depth document checks/ Q Document”’\
reliable identity checks/check of E Lo oo st %
entry conditions/discover B -/

possible threats mmeazasasn
= Different border types (sea, air, land) — —~ | One TW;Q Three 5'31_8 Pax
- different processes =27 Mio. o e i o esivion o —oiiee

* no harmonisation in the usage
= Smart Border Package

* entry-exit, registered traveller
programme 6
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What is Automated Border Control (ABC)?

No formal definition, despite growing number of national ABC programmes
(e.g. PRIVIUM, PARAFE, EASYPASS, etc.)

Manual border control regulated by the Schengen Borders Code

“ABC means a fully automated system which authenticates the travel
document, establishes that the traveler is the rightful holder of the
document, queries border control records and on this basis automatically
verifies the conditions governing entry laid down in Article 5(1).”

(Smart Borders Package, Proposed amendment No. 562/2006 (COM (2013) 96 final))

17.11.2014 -
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Automated Border Control (ABC)
Border guards duties

Automated Border Control as a self-service system
« Minimized involvement -> Monitored by border authority

ABC process consists of
« Travel document authentication, e.g. expired validity, fake
 ldentity verification, e.g. forged identity
* Monitoring

o E.g.Check entry conditions: searching in databases for
lost/stolen/invalidated/misappropriated documents (e.g. SIS Il, for
EU/EEA/CH)

Non-systematic check in databases on persons (e.g. SIS I, national
databases), systematic check for TCNs

o Threat analysis: surveillance cameras

17.11.2014 8
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Schematic representation
of a State-of-the-art ABC system
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AOperational
A\Pilot
Al’lanned
&
ICAO Ninth MRTD Symposium, 2013 Source: Frontex
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Control Control
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= National issuing authority > Passport

@
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— Visual comparison of Automated verification

© passenger with photo on of live biometrics with

§ passport; passport chip data or

= against databases;

-

Q

% Non-systematic check in _

I databases on persons: Algorithm for non-
discretion of border systematic check in
guard. databases on persons?
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Example of a problem appearing in automated border
control solutions: Spoofing - Faces in passports

Morphing

/ Mixed face
9‘ < / D
Face 2
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Benefits of Automated Border Control (ABC)

Introduction of ABC is expected to
« Improve efficiency
o Speeds up the control process at the same border area
o Reduce need for human resources
* Improve security of border
o Accuracy of verification and identification
Improvements lead to a common benefit
« Smooth, fast and predictable border crossing
* Increased user satisfaction, facilitation
« Enhanced security of the borders
* Reduced costs
* Implementation of the Smart Border Package

17.11.2014 13
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Outline

= FastPass — the project
» Objectives and approach

17.11.2014
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The FastPass Project

= Project start: 1.1.2013
= Project duration: 4 years
= Funding: EU FP-7 Security

Document Authentication
Decument Reader
+ OpticalElectronic Checks
«  Authentication Process RW"”""‘"”
' Lh
Infmtmcmro
Traveller
Usability &
System Design Acceptance

« High level Architecture
« Centralized Services
« ABC integration

17.11.2014

Coordinator: AIT Austrian Institute of
Technology

Further info: www.fastpass-
project.eu

Biometric Authentication
« Face-recognition System
+ Face Caplure

+ Modularity

Quality Control
‘ 2_ .+ Data Collection and Evaluation

« Identification of potential System
Problems

= System Optimization

Key element:
The users are
In the center

of innovation!

15

The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
312583. This publication only reflects the author’s view and the European Union is not liable for any use that may be made of the information contained therein. All document contained therein cannot be copied, reproduced or
modified in the whole or in the part for any purpose without written permission from the FastPass Coordinator with acceptance of the Project Consortium.



=
A

FastPass JFIVIE
FastPass - Consortium
Border Authorit
User Group '
Infrastructure £ Management | -', I
27 partners: \ '-’ . FastPass
i ABL-wates
- 3 border authorities — . e
- 4 infrastructure operators |
- 11 industry partners
- 5 applied research centers
- 4 universities R on
Video ‘
Surveillance
& Biometrics
Passport &
System Security
17112014 Political Biometric Sensors & 16

Security Research : -
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FastPass Objectives

IDENTIFICATION
EES AND RTP INTEGRATION

MONITORING AND
SURVEILLANCE
HARMONIZED ABC USABILITY
USABILITY AND SPEED
SUPPORTING AN INNOVATIVE
BORDER CROSSING CONCEPT BORDER CROSSING
ARCHITECTURE BASED UPON PROCESS
INNOVATIVE TECHNOLOGY
INTEROPERABILITY
EUROPEAN COOPERATION
PASSPORT
VERIFICATION

The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
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FastPass — the system, that

...IS secure
* Resistent
o to latest attacks on document scanner,
o to biometric spoofing
* Risk Assessment, Security Assessment by dedicated methodology
...you like
« Ul developed with extensive feedback from different European border guards
* Process and procedures developed with extensive evaluation from traveller
groups
* Respects privacy and data protection (Data protection impact assessment —
DPIA)
...Is harmonized — and shows new processes and scenarios
* ONE reference architecture serving many processes
« First European solution for cars at land border with ABC
* First solution for cruise ships
* Real comparison of different approaches

17.11.2014 18
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ABC from science to solutions

USABILITY
HARMONIZATION  NEW CONCEPTS IDENTIFICATION
STANDARDIZATION FANDIPROCESSES DOCUMENT SCANNING
FEEDBACK VIDEO SURVEILLANCE
STEP BACK
NEW TECHNOLOGIES QUESTIONS
RE-IMAGINE

ABC
Installation

7

) ! a8

FastPass

DEM
AIR/LAND/SEA

BORDER

NEW PRODUCT RELEASES INNOVATION INTERRUPT

OPERATION IMPROVEMENT INNOVATION

17.11.2014 19
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Outline

= Challenges
- Stakeholder analysis
» Security analysis
* Monitoring
* Automated document inspection
* Approach: One Stop Shop
« Concept for end-user management in complex systems

17.11.2014 20
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Stakeholder Groups
@
Technical Operational
Stakeholders ' Stakeholders
FastPass :
= o
'mll .
Travellers societal
§ Stakeholders
Legal & Political
17.11.2014 Stakeholders

21
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Stakeholders and their interests

Considered Stakeholders
Border controlling Travellers (T) Infrastructure stakeholders
authorities (BA) (IS) airport/seaport operators
& security authorities

* security * human factors and » system development
» core border processes usability interoperability
* re-usable technologies & + harmonization s security
interoperability e user acceptance and » efficiency and
» legal aspects guidance needs harmonization
* speed

high-level requirements

« security (S): Reliable and universal technologies to detect alarms in multiple
security breaches

« speed-up facilitation (F): Throughput optimization to handle the increasing travel
capacities

17.11.2014 22
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Study — Most common challenges in use of ABC

Passenger Border guard
Lack of awareness: = Amount and quality of information:
* ABC conceptin general = Correction of passenger errors
* Possibility to use ABC = Quantity, position and quality of
* Requirements to be able to use ABC information sources
Challenges in use: = Poor ergonomics and uncomfortable
- When to enter/exit the gate working conditions
« How and where to insert the passport = Limited possibility for profiling
How to behave during the face
capturing phase ICDSC may help!
Results in
* Inactivity/inefficient in use * reduced satisfaction
» longer processing time * reduced productivity.

e increased number of no-match,
rejection and retries

17.11.2014 3
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What is Automated Border Control (ABC)?

An ABC System ...

= is an automated door system?
= is a traveller service built upon an automated door?

= needs a security concept built upon an automated door?

= needs careful design methodology

= requires assessment against security objectives
17.11.2014 24
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Next Generation ABC: will come with security evaluation

* Flow Process « Architecture * Air border demo
Design - Design options « Sea border demo
* Requirements DB . | P  Land border
* Success criteria demo
. J L J
A \- A J

(.
Risk

Management
Risk > Risk Treatment > Security
Assessment 5|  Evaluation
\_ y,
( )
DPIA Tool
» Supports assessment
* Documented process
* Originally fro smart metering
L J
17.11.2014 o5
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Data Protection Implications: Function creep

Function creep
“gradual widening of the use of a
system or database beyond the

purpose for which it was originally Part of “big
intended” (EDPS, 2012) ‘ data” trend?

‘ ‘ Centralized or

decentralized storage for
‘ EES/RTP:

Interaction of DB
with eGate

Biometric data
contains sensitive info
(facial- to fingerprint data)

17.11.2014 26
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Data Protection Risks

e Biometric data not deleted after border crossing

e Between databases created in the context of ABC and other
databases (e.g. police)

e Example (here third country nationals) RTP/EURODAC

17.11.2014 27
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Results in Privacy by Design — concept development

From Directive

v'Data minimisati .
95/46/EC N atd mlnlmlsatlon PI‘mCIple (ArtICIG 6.1b & C)

/ . .
Obligation to Security (Article 17 & Recital 61)

and the launch of the overall discussion on
Privacy Enhancing Technologies ("PETs")

«A coherent system of ICT rr_1easures thlatda[:;octﬁckt;
privacy by eliminating or reducing pers_on: e
ting unnecessary and/or _undeswe_ pl't ssind
g;e;\)’:?sonal data, all without Iosmg fu_nctlona7|”y
information systems (European Commission, 2007)

ICDSC may help!
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Monitoring as a service for ABC

Motivation / Challenges

= Traveller Monitoring

« surveillance: automated recognition of
events/anomalies/anomalous behaviour of
individuals

L

icierte
. 18+ Automated Border Control

= Enhancing risk assessment for Border
Guards

Automatisierte
Grenzkontrolle

Il Automated
Border Control

o ;
o ©Pass-Besitzer
ePassport-holder

= Support and Helper functionality

« optimising traveller flow (e.g. recognizing
need to open more gates)

* reporting, etc.

_

18+ b8 )ahren
18 years and older

ICDSC may help!

Test eGate: Vienna Airport [
(Terminal 2, Non-Schengen-Arrivals)

The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
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Sensor for Monitoring

3D stereo-camera system developed by AIT

Top-view camera

~15 frames per second (Core-i7)
Resolution: typically ~1 Mpixel

RGB Video image & depth information

Excellent “depth-quality-vs.-computational-costs” ks
- ratio

Advantage

* robust and reliable detection under
variable situations (against illumination,
shadows)

* enables scene analysis

The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
312583. This publication only reflects the author’s view and the European Union is not liable for any use that may be made of the information contained therein. All document contained therein cannot be copied, reproduced or
modified in the whole or in the part for any purpose without written permission from the FastPass Coordinator with acceptance of the Project Consortium.
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Single Person Detection

Motivation / Challenges

= Ensure only one person (per passport) who
IS crossing the border

» reliable detection and counting of persons
* multiple persons must not pass!

= Real-time processing
* low latency

= Advantage

* Reduced error-rate in tailgating /
piggybacking scenarios

« Reduced number of false alarms

The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
312583. This publication only reflects the author’s view and the European Union is not liable for any use that may be made of the information contained therein. All document contained therein cannot be copied, reproduced or
modified in the whole or in the part for any purpose without written permission from the FastPass Coordinator with acceptance of the Project Consortium.
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Left Object Detection

Motivation / Challenges

= Detect left objects to assure smooth border
crossings

* border crossing area has to be empty after
passenger transit, clean secure zone

« show left objects

= Real-time processing
* low latency

= Advantage

* reduced error rates for small objects and / or
difficult appearances like
-> small size: e.g. passport
-> low contrast: e.g. empty bottle

32
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Single Person & Left Object Detection

Single Person Detection Left Object Detection

33
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Single Person & Left Object Detection

Play Example Video

= 0:00 — 0:28: multiple persons.avi = 0:57 - 1:09: trolley.avi
= 0:28 — 0:57: closed doors.avi = 1:09 — 1:23: mobile phone.avi

34
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Left Item Detection — Demo video
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Queue Length Estimation / Waiting Time

Motivation / Challenges
Provides situation overview in front of the ABC 4 Min

Announcement of waiting times (customer
satisfaction)
« Automatic enhancement of queue
management

passport reader

>

~— _
-
Waiting time

Advantage
« overcome occlusion problems
 eliminate top-view requirement

36
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Waiting time: Estimation of length and dynamics
A B

&

—
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@
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@
2
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O
©
=
—

Waiting time T S
Relevance . S
= For traveler = customer satisfaction |
= [Infrastructure - load balancing bt o
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Queue Analysis (Length, dynamics)

7]

INITIALIZATION PHASE...
|
|

Visualization

Displuyud Imagu

@ Input Imane

"] ParticleAdvection tracks
") Top View

Disparity Mup

FastPass | Save Output Imanes

7| Enable Watermark

Status List

16:14:50 Shared Memory Import Successful
16:14:50 Groundplunc

@ @ Frame: 109

The work has bee

W
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Queue Analysis (Length, dynamics)

OpenGL

V| enable OpenGL Visualization

ESTIMATED QUEUE LENGTH: 13.9 m

x-Translation: -0.850 x-Rotation: 276 Zoomfactor: 0.215
y-Translation: -1.585 y-Rotation: 183 (90, 414)

Em e &3 7
THE WOTK NS DEE. . cuppariow 1y i + seost oo progone i oo ort ron iy S0 oo £ £ | ot vt sty froris st et s ooidizaion || OpenGl | Configuraton | ..., wel grant agreement n°
312583. This publication only reflects the author’s view and the European Union is not liable for any use that may be made of the information contained therein. All document contained therein cannot be copied, reproduced or
modified in the whole or in the part for any purpose without written permission from the FastPass Coordinator with acceptance of the Project Consortium.



N

FastPass

Localization Service for Passenger Guidance

= Passenger
« takes image from current positition

camera location

 infrastructure service guides the passenger to the next process step

17.11.2014
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cloud computing

navigation location
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= ABC # manual border control
= Different process — same document
= Same security features

= Optical security features = Electronic security features
= Microstructures = Basic authentication
= Special inks = Passive authentication
= Special printing methods = Active authentication
= Security laminates, fibres = Extended Access Control
= Optically variable devices (e.g.,
Holograms)
=  Watermarks

Special paper

Should the epassport have features designed for automated authentication?

The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
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Automated checking of optical security features

1. Acquire image of the passport in white, infrared, and ultraviolet light
2. Determine the type of the document (e.g., Austrian ePassport)

3. Compare patches extracted from the acquired images with the correct
model stored in a database

4. If the patches and the model are similar enough, the document is
conS|dered authentlc

ICDSC may help!
Improvement in an automated
process needed

Hologram (OVD) |t IS mtended for belng viewed from different angles.
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What about document inspection algorithms?

Commercially available document authentication systems
« Sophisticated metrics/checks

* Counterfeiter has to create a document that fools the human observer AND the
document inspection system at the same time

Attacks on automated document inspection can exploit weaknesses of a
specific checking algorithm
« Demonstration: a real passport vs. modified UV page

— - — > A ST =S = 5

UV page of a real document. Modified UV page
Similarity - ground-truth: 87% Similarity - ground-truth: 94% s
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Can electronic security fully substitute for optical security?

Public key cryptography used in electronic passports for signing (if done
correctly) has not yet been broken
Electronic passport security consists NOT ONLY of the public key
cryptography -> following angles detected: Every step has to be secure,
Optical & electronic features!
/4 Certificate management by people, distribution vie internet Open research!

Are random number generators not secure?
T OpenSSL (2008), Windows 2000/XP

Attacks to signing keys companies have happened!
recently Opera, Bit9

Are cryptographic hash algorithms secure?
MD5, SHA-O

g Can the scanner be compromised?
Blackmail:
« 105 ICAO member countries use ePassports
« Several people/country with access to the keys @
« 1 key to create an arbitrary number of passports

The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
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Source: Vision-Box®-developed platform, the vb i-shield® - a6
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Pedestrian Description
Identity verification
Document authentication
Human trafficking detection
— (tailgating & piggybacking)
CCTV surveillance to
monitor passenger behavior
Left luggage detection

Queue length detection
(waiting time)
Detection of suspicious

behavior (e. g. loitering)
People counting
tracking

Detection of weapons and
other illegal substances

and

SH
BA
BA
BA

BA

IS
.
BA

BA

IS
-
BA

IS
BA
IS

ONONON

wn

‘ AUSTRIAN INSTITUTE
BB B OF TECHNOLOGY

Component proposal for a pedestrian/vehicle handllng 0SS

Vehicle Description

Identity verification

Travel document authentication

Detection of persons leaving a
vehicle/control area

Vehicle identification (e.g. by scanning car
plates)

Vehicle counting, to direct them to different
terminals

Pre-clearance of travellers/vehicles support

Count number of travellers in a vehicle
ICDSC may help!

Detection of illegal passengers hidden in a

vehicle

Detection of vapours/toxins emitted by a

vehicle

Border checks while travellers remain

seated

Observation of the OSS system via video

surveillance cameras
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Innovative monitoring services for different types of borders

Different requirements require flexible, modular solutions

=

N L

Airport Sea border
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Next Generation Processes and Systems

Demonstration for technologies in following advanced processes

« sea border control with shared responsibilities between departure and
arrival to enable minimal border crossing time

« control of passengers inside a car on land borders, with and without
RTP like passenger and vehicle registration

e various processes on one air border location to evaluate different
concepts

Contribution to future processes

« third country nationals transits and the possible inclusion into ABC
process

 clarifying open challenges of the smart border package (EES and RTP
integration)

« possible impacts and challenges of including VISA holders into ABC
process

17.11.2014 49
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Standardized
method!

Distributed!
Distributed!

|
Reusable! é

Don‘t invent it

End-user
needs!

twicel!

end-user ICDSC may help! FastPass

So... we need a concept that supports all the needs and provide a
monitoring service for the end users
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... and therefore we developed

Connected Vision - a FastPass monitoring service for ABC

service
oriented

modular scalable

... a video computation concept & SDK for rapid application development
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What Connected Vision is doing for FastPass ...

—

development operation of the end-user

planning the
development

Module Interface

Generator

2

A
N
Q N -

.. ) \.\\ j Li;_/\)/j

\—

Module

end-user

Module Input, Output .
Database and Data Classes Algorithm
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e.g. gender
detection

e.g. detect gender
of a passenger
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Outline

= Conclusion — lllustrated challenges that can be handled by smart sensors
* Relation to several conference topics

17.11.2014
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lllustrated challenges that can be handled by smart sensors

Privacy

« Embedded devices help to minimize data: Analysis of biometric data in
embedded cameras

Data fusion

« Acceptable amount of analysis information (e.g. face recognition,
fingerprint, person separation)

* Big data trend
IT Security
« Current systems not security evaluated
« Modular security with smart devices
Analysis
* Monitoring with smart cameras (e.g. passenger in vehicle)
« Passport reading
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lllustrated challenges that can be handled by smart sensors

Scalability

« Current systems are limited - weak integration into infrastructure
processes, reuse of existing technology

« ABC solution is a set of technologies: extendable systems & exchange
of technology provider

« Distributed Systems can handle the vast amount analysis modules
» Distributed systems are more flexible for different borders
« Simpler architecture -> more concept possibilities

Usability

« Maintenance as critical point in operative ABC systems (many different
stakeholders)

 Easier to handle malfunctions with embedded devices
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ABC are interdisciplinary and related to several topics of
this conference

STRIAN INSTITUTE
TECHNOLOGY

= Distributed video analytics

= Multi-sensor data aggregation

= Information fusion

= Vision-based smart environments
= Surveillance

= Tracking applications

= Middleware applications
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Questions?
o

Special go to:

eleznai, David Schreiber, Axel Weissenfeld,
l, Julia Simon, Daniel Steininger, Markus
ebehay, Roman Pflugfelder, Peter Gemeiner,

, Markus Clabian, Michael Gschwandtner, Svorad
Daubner

Stephan Veigl, Martin Boyer, Micha
Christian Zinner, Andreas Zwe
Hofstatter, Dan Shao, Markus Hof
Branislav Micusik, Erich Voko, Michae

Mari Ylikaupp en, Minna Kulju

Szklarski

JRC
s>chumacher

= Projects: FastPass, Future Berder Control, D-SenS, EPICS
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AlIT Austrian Institute of Technology

your ingenious partner

Andreas Kriechbaum-Zabini

Video- and Security Technology

Safety & Security Department

AIT Austrian Institute of Technology GmbH
andreas.kriechbaum-zabini@ait.ac.at
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